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Prior Art (2011 - 2014)

Users attempt to unlink Bitcoins using altcoins 
and centralized sites

Sites dedicated to unlinking, commonly known as 
"mixers" or "tumblers"

Greg Maxwell proposes CoinJoin and CoinSwap, 
(former gains limited traction, latter: none)

DarkWallet offers P2P CoinJoin but lacks 
consistent liquidity (users must wait)
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Provides liquidity, earns fees Pays fees to consume liquidity

Slight Privacy Gain Larger Privacy Gain

Continuous Participation Sporadic Participation

Merely signs provided TX Coordinates and assembles TX
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First JoinMarket Protocol
Participant / "Maker" Initiator / "Taker"

Advertise liquidity and rate (publicly)

Send chosen offer, coinjoin amount, 
and encryption key

Reply with own encryption key

Messages beyond this point are encrypted

Send signature of encryption key 
using input utxo pubkey

Send inputs, desired output and 
change addresses (all signed)

Construct transaction using each 
participant’s inputs and outputs

Sign constructed transaction

Sign and broadcast
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Initiator signs last… or not at all

Information learned during an incomplete 
run of the protocol is thus free

Malicious initiator can snoop which coins are 
provided by which participants

By June 2016, most initiations failed to 
complete (real usage also increased)
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